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Abstract
This study aimed to identify and conceptualize key indicators for managing crises arising from

social media in the educational system of Mazandaran Province. The research was applied in
purpose and qualitative in nature, employing an exploratory sequential design. First, a
systematic review of theoretical foundations, domestic and international studies, and relevant
policy documents was conducted. Then, through purposive sampling and based on theoretical
saturation, 11 experts in crisis management, media, information technology, and education
were selected. Data were collected using semi-structured interviews and analyzed through
thematic analysis and a three-stage coding process (open, axial, and selective) with MAXQDA
software. To refine and validate the indicators, a multi-round Delphi method with field experts
was implemented. Data trustworthiness was ensured by member checking, external audit, and
inter-coder agreement. Analysis revealed 130 initial codes, refined to 94 concepts and
organized into 31 key components. These were grouped into seven core dimensions of social
media crisis management: prevention and preparedness, crisis detection and identification,
response and reaction, recovery and rebuilding, technology and information infrastructure,
socio-cultural aspects, and legal and policy frameworks. The resulting conceptual model
comprehensively covers the crisis management cycle from readiness to post-crisis learning.
The proposed model provides an integrated framework to systematically manage social media
crises in education. It supports informed decision-making, enhances media resilience, and
safeguards students’ cultural and social well-being.

Keywords: Crisis management, social media, education system, crisis management
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The rapid expansion of social media has profoundly transformed communication, learning, and crisis
dynamics in educational systems. While digital platforms enable new opportunities for access to
resources and knowledge exchange, they also introduce vulnerabilities that can undermine
institutional stability and student well-being (Ansari & Izadi, 2023; Bagherpour, 2022). Social media
crises in education—ranging from misinformation and rumor propagation to cyber-attacks and
reputational threats—are characterized by high-speed information dissemination and unpredictable
escalation patterns (Hamid et al., 2023; R. M. Torossian, 2025). The inherently open and participatory
nature of social networks allows narratives to spread rapidly, often beyond the control of formal
educational authorities (Chen et al., 2022; Lee et al., 2022).

Effective social media crisis management (SMCM) requires an integrated approach that combines
preventive cultural strategies, technological surveillance and analytics, rapid communication
protocols, and robust legal-political frameworks (Farhang, 2025; Verinder, 2025). Prior research
highlights that prevention and preparedness are fundamental to strengthening resilience and
minimizing crisis impact, emphasizing the role of media literacy and proactive policy development
(Chenari & Shabestani, 2021; Faridi Esfanjani et al., 2024). International models such as the Social
Media Crisis Communication (SMCC) framework argue that real-time monitoring, early detection
algorithms, and swift, transparent messaging can help maintain narrative control during digital crises
(Hamid et al., 2023; R. Torossian, 2025).

In the Iranian educational context, challenges such as limited systematic monitoring, insufficient
digital literacy training, and fragmented legal protections exacerbate the risk and impact of social
media crises (Ghanbari, 2024; Rajabi & Farahmarzi Grousi, 2023). Moreover, cultural and social
factors, including students’ online behavior and the influence of global digital culture, require context-
specific crisis management frameworks (Figueroa, 2017; Fornian et al., 2022). Despite increasing
awareness of these challenges, there remains a lack of empirically grounded, localized models to
guide crisis management in the education sector. This study addresses this gap by identifying and
structuring key indicators for managing social media crises in the education system of Mazandaran
Province, providing a robust conceptual model tailored to local needs and aligned with global best
practices.

Methods and Materials

This research adopted an applied qualitative approach with an exploratory sequential design to
identify and validate key indicators of social media crisis management in education. The study was
conducted in two main stages. In the first stage, a systematic review of theoretical literature, domestic
and international studies, strategic documents, and policy frameworks on crisis management and
social media was performed to construct an initial conceptual foundation and generate preliminary
interview questions.

In the field phase, purposive sampling was used to select 11 experts with substantial experience and
academic specialization in crisis management, educational leadership, media and communication,
and information technology. Semi-structured interviews were conducted, each lasting 50-75
minutes, until theoretical saturation was achieved. Data were analyzed using Strauss and Corbin’s
grounded theory approach, including open, axial, and selective coding, supported by MAXQDA
software.

To validate and refine the identified indicators, a multi-round Delphi process was implemented with
10 additional academic and professional experts. Member checking, external auditing, and inter-
coder reliability checks were employed to ensure trustworthiness and credibility of the qualitative
findings.
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Findings

Data analysis generated 130 initial codes, which were refined and consolidated into 94 unique
concepts. These concepts were organized into 31 key components and further grouped into seven
overarching dimensions of social media crisis management tailored for the educational system.
The first dimension, Prevention and Preparedness, emphasizes proactive strategies such as media
literacy education for students, teachers, and parents; development of clear crisis prevention
guidelines; and simulation exercises to improve readiness. The second dimension, Crisis Detection
and Identification, focuses on establishing real-time monitoring systems, using advanced
technologies like data mining, content analysis, and artificial intelligence to detect early warning
signals of crises.

The third dimension, Response and Reaction, highlights the formation of rapid-response teams,
transparent communication strategies, official media messaging, and the launch of counter-narrative
campaigns to reduce the spread of misinformation. The fourth dimension, Recovery and Rebuilding,
involves post-crisis efforts such as trust restoration, psychological support for affected students and
staff, organizational learning, and systematic documentation of lessons learned to strengthen future
resilience.

The fifth dimension, Technology and Information Infrastructure, underscores the critical need for
secure digital platforms, real-time dashboards, advanced data analytics tools, and robust
cybersecurity protocols to safeguard sensitive educational data and enable timely crisis
management. The sixth dimension, Socio-Cultural Empowerment, stresses the importance of
promoting responsible media use, fostering critical thinking, and strengthening home-school
collaboration to build collective resilience against digital threats.

Finally, the seventh dimension, Legal and Policy Frameworks, calls for the continuous development
and revision of laws and regulations governing social media use in schools, clear delineation of
institutional responsibilities during crises, and provision of legal protections for educators and
students.

These dimensions together form a holistic model that covers the entire crisis management cycle—
prevention, detection, response, recovery, and organizational learning—while integrating
technological innovation and socio-cultural sensitivity.

Discussion and Conclusion

This study provides a comprehensive and context-sensitive model for managing social media crises
in education, bridging gaps between global frameworks and local needs. The findings reinforce the
critical importance of proactive prevention through media literacy and readiness programs, aligning
with earlier scholarship that underscores educational empowerment as the foundation for digital
resilience (Farhang, 2025; Verinder, 2025). Similarly, the strong emphasis on real-time monitoring
and early detection reflects global best practices in crisis communication, demonstrating that timely
recognition of threats can significantly reduce the severity and spread of crises (Hamid et al., 2023;
R. Torossian, 2025).

The proposed model advances beyond prior studies by explicitly combining technological
infrastructure with socio-cultural strategies. While international frameworks often emphasize
technological sophistication, this study shows that without cultural adaptation—especially in regions
where social and educational norms shape digital behavior—technological solutions alone are
insufficient (Ansari & Izadi, 2023; Fornian et al., 2022). Equally, the legal and policy dimension
identified here responds to long-standing concerns regarding the absence of clear guidelines and
protective regulations in Iranian schools (Faridi Esfanjani et al., 2024; Ghanbari, 2024).
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Another critical contribution is the recognition of post-crisis recovery as an essential but frequently
neglected phase. By addressing psychological support, image rebuilding, and organizational
learning, the model shifts from reactive to transformative crisis management, enabling educational
systems to emerge stronger and more adaptive after disruptions (Figueroa, 2017; Rajabi & Farahmarzi
Grousi, 2023).

In conclusion, this study provides a theoretically grounded and empirically validated framework that
integrates global crisis communication insights with the local realities of the Mazandaran education
system. The model offers actionable guidance for policymakers, administrators, and educators
seeking to strengthen institutional resilience, protect students’ socio-emotional well-being, and
sustain public trust in an era of pervasive digital communication. By combining proactive cultural
education, advanced technology, agile response structures, and supportive legal frameworks,
educational institutions can navigate social media crises more effectively and create safer, more
responsive learning environments.
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